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ABSTRACT 

One embodiment of the present invention a system 
and method for providing a flexible framework for remote 

"""""""b"""""""' and contro!' A user inter-
IS ",,-,,,-,m,-,,-, to export control and 

features 1ll a user interface task execution and 
management of one or more remote heterogeneous agents 
responsive to user interaction. A management station frame
work is executed and includes services and base manage
ment functions in management modules. The 
management station framework fllrther the control 
and display features of the user and maintains a 
database management information. An agent frame

execution of commands to control and return 
from one or more agents. 'Ibe agent framework 

further includes an interface and accessing agent 
code located on one or more deployed to each 
agent. 

36 Claims, 8 Sheets 
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SYSTEM AND METHOD FOR PROVIDING A 
FLEXIBI,E FRAMEWORK FOR REMOTE 

lIETEROGENEOUSSERVER 
MANAGEMENT AND CONTROL 

BACKGROUND 

L Field of the Invention 
TIle present invention relates in general to remote hetero

geneous server management. and, in to a system 
and method for a flexible framework for remote 

server management and control. 

Intercomlected networks of computer systems form the 
backbone of modern corporate infonnation te(;hrlology 
tems. These networks are 
systems, servers and individual comput
ers interconnected via local area or intranetworks and wide 
area or internetworks, including the Internet. Although the 
configurations and of each networking 
system are 0 f the net-
work services system are 

Network services are through standardized net-
work The most common suites of network pro
tocols are the Transmission Control Protocol/Internet Pro-

and User suites. 
are based on net-

work model. such as described in W. R. Stevens. "TCP/IP 
[JJustrated, Vol. I. The Protocols," eh. 13, 

the disclosure ofwhich is In(Y)f'ncmltp(l 

In the TCP/IP 

exports 

Iralm,e\\'OrK between network management sta-
and network elements such as 

2 
Consequently, providing management 
base of computing systems can still 
as management 
lored to operate in each deployed environment. 

Ad hoc solutions to providing platform-independent man
agement and deployment foclls primarily on a 
centralized management console such as SNMP. 

agents sotlware must be written and 
deployed to each platform, thereby increasing 

10 cost, complexity and maintenance. Moreover, the range of 
HH,m"!S',Hi'viH ftmctions is limited to those SP'eCllnc:a 

the SNMP protocol and cannot be m'n"'-~"'I"f1 
facilitate a broader scope of control. 

Therefore, there is a need for a decentralized architecture 
15 for systems with centralized con-

U"lKl,LU<;;llC,'t;;. There is a further need for 
a management 
management application programs 
dently configurable and monitorable network management 

20 components, 

SUMMARY 

One embodiment invention a 
25 system and method Illr a flexible framework for 

remote server management and control. A 
user interface framework is to export control and 
display features in a user interface effecting task execution 
and management of one or more remote heterogeneous 

30 agents to user interaction. A management station 
frmnework is executed and includes services and base 
management functions to support system management 
applications implemented as management modules. Ser-
vices include server and module distribution to 

35 the remote servers, group opera-
tions, mcmagement tasks, and task event track-
ing. The management station framework further generates 
the control and features of the user interface and 

Ibid at Ch. 25. the disclosure which is 40 

management infilnnation. An 
agent framework execution of commands to con-

incorporated reference. 
Similarly. Web browsers have gained wide acceptance for 

"'"'''''''''''0 a de facto standardized user interface for present
various forms of information on computer 

'm··mdepenclent manner. Web browsers 
mation written in formatted page description 
such as the Hypertext Language (HTML), 
communicated between network nodes via the 

Protocol (HTTP). also an application 

45 

protocol. such as described in W. R. Stevens. "TCP/IP 50 

[JJustrated, Vol. 3. Tep For Transactions, HTTP, NNTP, and 
the UNIX Domain Protocols, Ch. 17, Addison 

the disclosure of which is mr·r,,""nr,,·~t,'rI by reference. 
Wl1Cn combined with SNMP Web browsers 
displaying information implemented in HTTP can 
portable environment for remote system management. 

a 55 

A computer network arrangement can include a 
collection of computing systems manufac-
tured vanous vendors and C;N"C,'llllHlS .T' ....... O 

trol cmd retum ofresults from one or more The agent 
framework further includes an interface and access-
ing code located on one or more deployed 
to agent. 

In a variation on this embodiment. the user interface is 
pn:s(~nted as at least one of a O~'T~"-'''- user interface and a 
command line interface, 

In a variation on tltis embodiment, the control and 
features of the user interface are as an IChICI.-U"UJIIC 

In a variation on this embodiment, the management server 
framework is defined to provide at least one management 
function selected from the group of 
new management servers to be 
ment station framework. 
enabling and object code 
execution, providing an interface to a database under the 
management station framework infilnnation about 
m<ln'Wf'ri servers and server inlllnnation, 

systems and programs written 60 an interface of allowing each application to 
ent software IntercOlmectivity between the hetero-

achieved the TCP/IP 

application However, once outside 
ambit of the TCP/IP protocol suite, operations can become 65 

environment-dependent and By nature, 
management tend to be 

display alerts to log text messages. providing an inter-
face to at least one such agent to enable direct interaction 
with an server, and providing ml interface to an server to 
enable direct retrieval of information stored in a database 
under the mcmagement station frmnework. 

In a variation on this embodiment, agent control defini
tions define the agent control commands to provide at least 
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one agent function a 
manager 

behalf of a module manager and track of at least one 
management station that has packages installed, an agent 
ping module contacting at least one agent to verify COfmec-

module an agent pass-
"h"n,nn<T the agent 

a version of a 
agent, a get registered pa1clc]g(,s module que-

rying a list of installed management 
In a variation on this embodiment, a software manage-

ment application is to soflware on a list of 
Humal!'-','U servers and includes a soflware HHHK'C',~WdH 

selected from the group at 

10 

a list of installed software from a set of the 15 

from 

Huma!'-','u servers. 

4 
The data stmctures and code described in this detailed 

are stored on a 
storage medinm, which may be any device or medium that 
can store code and/or data fiJr use a computer system. 
This includes. but is not limited to, magnetic and optical 
storage devices such as disk drives. tape, CDs 

and DVl)s discs or digital 
video discs). 

Framework For Remote 
FIG'. 1 is a block diagranl 

a flexible framework for remote viS'~m"v'" server man
agement and control 10 in accordance with an embodiment 
of the present invention. The system 10 consists of three 
main component groups: user system 11, management sta
tion 16, and server 17. Note the system HI can 
consist of one or more instances of each component, which 
each can be on an individual or combined com

platform. 
In a variation on this embodiment, a management 

to monitor a list of uu,uC'.",~'~ 
each server for a status update or 

20 The user system 11 a user interface 
which and control functions are and 

asynchronous status update from the servers. 
an results are In the described embodiment, the user 

system 11 executes a 'Web browser 12, such as the 
Internet licensed by Microsoft Corporation, Red-In a variation on this embodiment, a management 

cation is provided to store inventory information 
server and includes an inventory application 

25 mond, Wash., or licensed 
tion, Santa Clara, 

fLUlction from the group comprising at least one of 
generating a hardware report and a software 
report. 

BRIEF DESCRIPTION OF THE FIGURES 30 

FIG. 1 is a block 

browser 12, provides a graphical user interface 
through which management functions can be transacted and 
monitored. 

be executed 
a command line ~H!,<OLl<"." on the man-

agement station 16. 
Each management station 16 generates the user interiiclce 

on the user system 11 and requested 
on agement and control in accordance 

the present invention. 
management and control functions rp'''''')n'''VP 

35 the user interface. In the described <Ol1,LUL'U~jLH<Ol1', 
FIG. 2 is a block showing a framework archi-

tecture for the components of the system of FIG. 1. 
FIG. 3 is a data structure c'h"mlmn an application 

package used the system 
FIG. 4 is a block the software modules 40 

implementing the management station used 
FIG. 1. 

the system of 

FIG. 5 is a screen shot way of "AdUlPI''', a 

interface is through HTML 
downloaded to the Web browser 12 to a platform
independent user interface. Each management station 16 can 
be located either locally over an intranetwork 13 
over an internetwork 15, such as the Internet, 
router 14. 

Each a function and option-
ally returns a result to commands received from 

base user interface used by the system of FIG. 1. 
FIG. 6 is a flow a method for 

the user system 11 via the management stations 16. Each 
45 managed device can be located either locally over the 

a flexible framework for remote heterogeneous server man
agement and control in accordance with an embodiment of 
the present invention. 

FIG. 7 is a flow diagram a routine for executing 50 

a base user interface for use in the method of FIG. 6. 
FIG. 8 is a flow diagram a routine for executing 

management station code for use in the method of FIG. 6. 

intranetwork 13 or over the internetwork 15. Other 
topologies, and arrangements of system 

components and interconnections are feasible, as would be 
one skilled in the art. 

flexibility and 
management 16 can execute ll1(leTlefLClc:ntl 
other management station 16 and can ~H'''''''M'"' 

I)ETAIIJ~I) I)ESCRIPTION 

monitor independent tasks on one or more 
servers 17. Thus, throughput is enhanced by 

55 tralized at each m,lmlgE:ml~nt 

The is to enable any 
person skilled in the art to make and use the invention, and 
is provided in the context of a and its 

Various modifications to the disclosed 60 

<Ol1LUL",'lJW;O~H' will be apparent to those skilled in the 
defined herein may be 

to other without 
from the spirit and scope of the present invention. Thus, the 
present invention is not limited to the embodiments shown, 65 

but is to be accorded the widest scope consistent with the 
I""'""_"I""_~ and features disclosed herein. 

tion 16 
system 11. 

Framework Architecture 
FIG. 2 is a block showing a framework archi-

tecture 30 for the components of the system 10 of FIG. 1. 
The framework architecture 30 consists ofthree interrelated 
frameworks: user interface (U I) framework 31, management 
station framework 32, and agent fran1Cwork 33. the 
UI framework 31 is the top framework and facilitates 
IJ")"""~H'" of orders, task control, and user interface 

The management station framework 32 a 
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nr,,,,,,,"'" the actual agent for the 
application. There can be several 

agent 33. The framework architecture 30 also 
includes application modules 34, which are installed as 
individual application The frameworks 31, 32, 33 
and modules 34 will now be discussed in detail. 

User Interface Framework 

database Retrievable 

of managed servers, usernmnes and m1!""cm'" 

""5c'<H5 Interface Allows applications to log text 
messages to the database on a management station 16, as 
well as to text files. A base management function lYnn ""'~" 
the user interface for the messages. 

Agent Interface Allows applications on a man-
agement station to interact with an on an 

In the described embodiment, the UI framework 31 is a 
'Neb-based user interface, which executes applets to provide 
task execution and management, server management, and 
alarms. The user interface is launched as a Uniforn1 
Resource Identifier received from the management 
station 16. The user interface provides framing within the 
Web browser 12 and presents an initial screen to the opera-

10 server. The Interface module contains low level 
system calls to connect to. execute commands on, and obtain 
a status from an server. Interface module provides 
the following basic commands: Download a File; Get a File; 
and Execute a File; plus a set of agent Control 

15 commands. 
Agent Framework 

tor, tasks. buttons, tabs. and related 
components. as further described below with reference to 
FIG. 5. 

Management Station Framework 

Each agent framework 33 has m1 interface on a manage
ment station 16 <md on an server agent located on the 
m,m,wf'ri server. This interface allows the installed manage-

20 ment applications to access code located in the m,m'lgE~d 
'[be management station framework 32 executes on a 

management station 16 and consists of a set of services and 
base management functions. The services and base manage
ment functions support management application modules, 
which are further described below with reference to FIG. 4. 25 

'[be services the management station frmne-
work 32 include database, task and management, 

alarm and in a secure and 
authenticated manner with servers 17 via remote 

server 17 and data about the server. The code is 
the server agent. The 

of each agent is to execute commm1ds in 
fashion and return results back to the 

functions are provided to support agent control: 

a secure 

Installs and uninstalls management 
on behalf of the Module described 

above. The 
agents. The base management functions include importing 

management station administration, 

Manager also keeps track of the munber 
30 of times the vuo~m"Fo"o have been installed a management 

and and event pre-
management ±i.mctions will 

station for providing safe removal. 
Ping: Contacts an agent via a port to con-

Service: 111 new 35 

servers to be managed a management station 16. This 
serVIce servers either from a Hat 
file or GUI. The GUI allows importing 

Password: Sets the agent In the 
deSC1'lbed embodiment, the agent is a secret pass-
word shared the management station and the agent with 
each management pair a separate secret 
"""''''U1U. The agent is not the same as the admin of a list of IP addresses. The Import service verifies the 

of each new managed server 17, determines the 40 or root used on a server m1d cannot be used to log 
into the system via other channels. model and version of the server, downloads the 

agent routines. and makes the server "managed." A managed 
server 17 identifier is to the Module 
described below. to add the installed module agent code. The 
user is notified of any errors in importing. The model and 45 

version of the server is used to the correct applica-
tion package to download. 

Module Includes the to install and 
remove lVl,m'ltsC;lU'';W Modules on a base station. This base 
management function automatically adds and removes mod- 50 

ules from remote managed servers 17 and tracks the number 
of installations of modules on the target servers. The Module 

also manual addition and removal of 
llHUldlts"U servers, as well as 

Change Agent Password: the agent n<:l',<VVnt'rl 

Get Agent Version: Gets the version of an agent. 

In the described embodiment, three primary management 
appU"'''lH)U modules are provided: software management 35. 

monitoring 36, and basic 37. The application 
modules 35, 36, and 37 will now be discussed in detail. 

Software Module 35: This 
,",VO'I',"'"'" to allow operators to 

servers. The software 
management application 35 provides reporting to 
enable an operator to identifY software installed on each 
managed server. The software management 35 

on managed servers. 55 supports the functions: 

used 
a process manager for the processes 

a management station 16. The Scheduler 
ments a library interface to allow to 

or object code for execution at a scheduled 
can execute synchronously or exi t 

rely on the Scheduler to handle process execution 

Database Interface I Allows to inter-
act with the management station database to obtain 

60 

stored information about servers 17 and applica- 65 

tion-specific information. In the embodiment. the 
database access routines are encapsulated, thereby allowing 

Get Installed Software: Allows an nn,w','"r 

of installed software on a set servers. 
Get Allows an operator to obtain and option-

ally store the set of available from an 
server filr a server type or for all server types. 

Update Software: Allows an operator to the 
software on a set of servers, 

[n addition, the software management 
includes a daemon 38 that periodically 
updates server to maintain a list of new 
server type. 

35 
connects to an 

based on 
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Basic 

each server for an 
also an asynchronous w~,,,,,!<,_ system to allow the 
remote managed server 17 to notify management station 
of health alerts, The either 
a to that 
connection is available 
health status data, 

the 

Module 37: This application 10 

functions. 
shown): Generates a report 

8 
ages. During installation, the application manager 63 first 
verifies the archive and extracts and installs the components 
into appropriate locations on the management station 15. 
Next, management data 71 stored in the database 
70 is with the information contained in the 
file using the database interface 65. The application manager 
63 then creates a list of those servers that do not have the 

installed. For each server, the application man
ager 63 contacts a server agent 68 rmming on the server 
using the agent interface 66. The application manager 63 
determines whether the needs to be installed on 
the server and with the installation, The 
database 70 is if the installation fails or the server 

a summary of the hardware composition for a 
set servers, the hardware configura
tion, such as the number of hard drives. CPU s, memory, and 
so felrth. 

15 could not be contacted. As each server is the 

FIG. 3 is a data stmcture 
used by the system 
50 is used to install the appropriate c-UI,llPUlllCllI.' 

a user interface, code, and agent 
described embodiment, each application 

in an archive containing an 

20 

status of the installation is using the 
nism the base management station framework. 
Once all servers have been the task manager 
scheduler 67 is notified that the task has 

To add a server to the management station, the operator 
accesses the UI task loader 61 and specifies the server 
parameters required to manage that server. The task manager 
starts an instance of the import task 62, which is re~;pcil1s1ble 

me 51, management code 54, and agent code 55. The 
file 51 contains the relationships 

25 for the server and the server type. 

between the UI and management code and for each agent. 
In each file 51, a UI 

tasks to be 

Once the server type is known, the task 62 invokes 
the manager 63, which is 
ing the agent code 55 in FIG. 3) 
server for each installed on the management 

in FIG. 2) and includes text for the 
task, icon, URI used to invoke the task. and control data. 
\\Then the file 51 is read, the contents are parsed and 

30 station 15. The manager 63 uses the server type 

'""'''''''0 .... for retrieval the base user interface. 
functions for the 

which include initialization and 
removal UI control. UI control includes the 35 

ability to launch the server manager which 
provides a server selection mechanism to the operator. 

'[be file 51 also includes an agent 
53 that or executable code to move to a 

to create a list of all the agent code 55 lelr that 
server type. Using the agent interface 66, the application 
manager 63 downloads and installs the agent code 55 for 
each application to the server. As each server is pnx(,ssea, 
the status of the installation is logged the logging 
mechanism the base management station frame
work. Once all the servers have been the task 

particular server upon management. The versions of sup- 40 Base User Interi1clce 

servers are specified as part of the accompanying 
agent code 55 to download. Using the fLUlction, 
servers can be under \\Then a server is 
added, the server type is and is used to download 
the code 55 to the server. 45 

new an 50 
to be installed on a management station 16. The manage-
ment station framework 32 the capa-
bilities to the and of an 

50 on a management station 16. 
50 

the software modules 
implementing the management station used the system of 
FIG. 1. There are two mechanisms used for installing the 55 

agent code 55 contained within an application package 69 
onto a server. The first mechanism allows for the installation 
of the code 55 onto a server when the 

added to the management station 15. second 
mechanism allows for the installation 0 f the agent code 55 60 

onto a server when the server is added to the management 
station 15. 

'Il) install an on the management 
station, the operator accesses a UI task loader 61 to 

FIG. 5 is a screen shot by way of a 
base user interface 80 used by the system of FIG. 1. The base 
user interface 80 is divided into three main areas: 
task frame 81, frame 82, and alert indications 
83. The task frame 81 presents tasks available to an operator 
for execution. The task frame 81 is populated task ck1ta 
stored in the management station database 70 upon launch-

of the base user interface 80. Associated task frame 
handle the organization of tasks into task folders, 

which allow grouping of tasks under a 

Operationally, the operator selects a task within the task 
frame 81, which launches an associated URI in either the 
presentation frame 82 or in an external Web browser 
shown). In addition, the task frame 81 supports 
URIs, help links, pass-over text, and launch 
Application attributes and C:""P<;;I"'<;;U 

in an associated file 51. 

The task frame 81 can also be used to pass environment 
data to The individual tasks identified in the 
task frame 81 are a UI file 51 
delivered with each 50 in FIG. 

In the described embodiment, each UI file 51 is 
an archive the package. A task man
ager scheduler 67 then starts an instance of the application 

65 an XML-based file the folders and tasks to 
perform, including the name, icon and associated tasks. A.n 

manager 63, which handles installation of ~A'HHI'''~ UI file 51 consists of the following: 



7, 
9 

<folder> 
<foldername value= "Sothvare Management"/> 
<folderDesc valuc= "Soil ware management is i()r updates and 

,"",unBC'p value ~ ·'/SWY[!help.pli> 
doldcrAcccss value = lO/> 
<tasks> 

j-ooltip"/> 

<task...Acccess valuc=10/> 
<taskJ\m value=TRUE/> 
<tasklitrget value = EXT,:'> 

<itasks> 
<ta..<;;k> 

</folder> 
</task> 

10 

15 

1ll the server list column 85 and 
column 86. Each server is identified 

[P address or host mune, based on the type of identifier 
discovered when the server was imported. The descri ption of 
server colullm 86 displays a description entered 

an operator when the server was 
screen. 'Ihe 

Search: Searches the groups and servers for a string 
match. 

Add to Allows a user to add a group name. The 
user selects the servers to group. The user is then asked 
filr the group name. The group is then added to the 
management server and the database 70 are to 
reflect the change. 

Remove from Allows the user to delete a 
remove servers a group. The user 

T:Clsks can be together in Task folders. Each task 20 

group can consist of the following attributes: 

group in the Group column. The servers in that group 
are in the Server column. The user then 
selects the servers to remove. If all the servers are 
selected. the group is removed. The user is to 

Name (folderName): The string displayed in the tree for 
this the name). 

minimum permission level 
Folder. 

of the Task Folder 

for this f(llder. 
that defines the 

to access the Task 

25 

any removals. 
Use Selected: I,aunches the URI on 

the selected servers and groups. 

Server 
server manager, a managed server 17 has an 

installed 
defined 

and management agent. All server is 
a set of attributes, consisting of at least the 

following: 
Id (supplied 

ping table to 
station 16 ~llmIT"'T1 

An identifier used the map- 30 

the Task Folder. The management 
defines the identifier when an 

name/address: '111e DNS hostname or IP address of the 
server. 

An identifier used to map an server into Server 
groups. The identifier is assigned 

Admin username: The usemame of the administrator for 

attributes: 
the following 35 an server. 

Admin The of the admin user on an 
in Task frame 

('()1"n"m(mrlk to the Task. 
[elpUrl): The URI that to an 

online help page. 
'""""",,'C'rl by A used to represent 

the URI. Also used for launching the corresponding 
online page. This tag is automatically generated by 
the management station 16 when the pack
age is installed. 

Desc A short of the Task for tool 
tip. 

Access 
to access the Task. 

server. type id: Used to determine the type of the server. 
Text the server. Entered User. 

This data is acquired from a base set of agent scripts and 
40 accessed when the server is "added" and becomes ~H'~U<'r.'"u. 

Additional data is for the different 

45 
for a group of 

",~nn,ll1(T table. '[be identil1er 
IS aUlUl.UdlUI.-,'l 

A nag that indicates whether the 50 

server manager is required for this Task. 

Locked: A Boolean value indicating whether the class can 
be deleted. 

Server List: List of associated servers. Target (taskTarget): where to launch the URI. 
The possibilities are PRES or EXT: PRES for right 
hand fnune and EXT for an external 
browser. 

The presentation frame 82 lists out the groups and servers 
under and allows individuals or 

'-"'r'-'-'-- and controlled. Manipu

Text the server. Entered User. 

Framework For Remote H(~telrolserle(lUS agent Management 
55 Method 

servers, and 
and use of selected servers is 60 

FIG. 6 is a flow diagram showing a method for providing 
a flexible framework for remote server man
agement and control in accordance with an embodiment of 
the present invention. The method executes as a continuous 
prC)CeSslng loop with the of the user 11, 

frame 82 is '~""-""J divided into three 
a list of groups 84, server list 85, and 

of servers 86. Ihe list of groups 84 identifies 
that exist under management, as well as an 

Devices" group. 'When a groups or 
subgroups are selected, the servers in the or 

each management station 16, and each HUHW'e"U 

in FIG. and non-concur-
in FIG. 5) is 

on the browser 12 of the user system 11 of 
65 execution (block 91), as further described below with ref-

erence to FIG. 7. Finally, agent code is executed on each 
managed server 17 in FIG. 1) (block to provide 



server control and 
after which the 

Base User Interface Execution 

7, 

The process repeats (block 

FIG. 7 is a now a routine for 
a base user interface for use in the method of FIG. 6. The 
purpose of this routine is to facilitate the basic control flow 
at the operator level within the UI framework 31 111 

FIG. 2). 
First, each server 17 is added to the management 10 

station 16 (block In the described embodiment, man-
servers 17 are manually added. Once added, a server 

can be the installed application 
modules. A module can be selected 
(block frame 81 in FIG. 5) 15 

followed by the selection of one or more servers 17 
for execution the frame 82. 

and the 

station code is 
20 

described below with reference to FIG. 8. Optionally, results 
from the task execution are reported back through the base 
UI 80 The routine then returns. 

Management Station Execution 
FIG. 8 is a flow showing a routine for executing 25 

for use in the method of FIG. 6. 
routine is to facilitate the "",pre,lm,n 

p"JUUJHJ'<OU by a management station 16 in FIG. 1). 
Note a management station 16 could perionn one or all of 
these operations, depending on the operator instructions and 30 

agent population. 
'Ihe database interface of the management station 16 

allows to access the database 70 in FIG, 
4) (block The base framework on the 
management station 16 also an agent intedlclce that 35 

allows modules to interact with their 
counterpart on a server (block '111e base management 
framework on the management station 16 includes an alert 
interface to process alerts viewable by the operator on the 
user station 11 (block and a logging interface allows 40 

to write text messages into one or more shared 
on management station 16 (block The base 

management framework on the management station 16 
interfaces to base server data to obtain information about 

the server data or module results 45 

115). The routine then retums. 
of embodiments of the present 

invention have been pr,es.:ll1ea for of illustra-
tion and They are not lHll"lJ'U~'U 
or to limit the present invention to the 

modifications and variations will be 
the apparent to skilled in the art. ~"U'''V'''''''Y 

a bove disclosure is not intended to limit the 
tion. The scope of the present invention is 

50 

appended claims. 55 

What is claimed is: 
1. A computer system for providing a flexible framework 

for remote server management and control, 
comprising: 

a user interface framework exporting control and 
features in a user intert'ace 
ing remote task execution and management of one or 
more remote agents to user 
interaction on a user system; 

a management station framework comprising services and 
base management functions implemented in manage
ment modules, the management station framework 

60 

65 

the control and display features of 
user interface and maintain-

a database management information; and 
an agent framework executing commands to control and 

J<OlUHHH)', results from one or more agents, the agent 
framework further an interface and 
a","""o>ul', agent code on one or more 
tions deployed to each agent. 

2. A computer system to claim 1, further 

management module definitions at least one 
management function selected 
ing: 
an import module importing new servers to be managed 

under the management station framework; 
a task management module and 

code and scheduled execution; 
a database interface an interface to a database 

under the management station framework storing 
information about managed servers and server-spe
cific information; 

an alert and an interlace 
application 

text messages; 
an agent interface providing an interface to at least one 

such agent to enable direct interaction with an server; 
and 

a base server data interface an interface to an 
server to enable direct retrieval of information stored 
in a database under the management station frame
work. 

3. A computer system to claim 1, further 

agent control definitions defining the agent control com-

5. 

6. 

mands to at least one agent function selected 
from the group 
a manager and rf'ln,',,/n(f f'«'"""l',"O 

on of a module manager and 
at least one management station that has f'",c""'g~", 
installed; 

eill module contacting at least one agent to 
cOlmectivity; 

a set agent password module an agent 
a module changing the agent 

a get agent version control 
specific agent: and 

a 

management 

a version of a 

a list of 

claim 1, further 

software 

comprising at least one of obtaining a list of 
sofuvare from a set of the managed servers, 

vu,w,w.U", a set of available from an 
server. and the installed software on the set 
of the manalsed 
A eomputer to claim 1, further 

servers 
a status and obtaining an 

from managed servers. 
A computer system to claim 1, further 
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a management to update a configuration of 
servIces on a server, a 
tion function selected from the group com-
prising at least one of a primary and a 
secondary nameserver, configuring a gateway. reboot-
ing a set of shutting down a set of 

servers, and a servIce on a man-
server. 

7. A computer system to claim 1, further 

a management to store inventory infonnation 
about server composition. comprising an inventory 

function selected from the group Cn111n1',,

ing at least one of generating a hardware report and 

10 

a software report. 15 

8. A computer system to claim 1, further 
com prising: 

fJ1lC'~'11lJl1115 the user interface as at least one 
and a command line 

interface. 20 

9. A computer system to claim 1, further 
comprising: 

an executable specifying the control and 
features of the user interface. 

10. A method for providing a flexible framework for 25 

remote heterogeneous server management and control. com-

a user interface framework control 
and display features in a platfoml-independent user 
interface effecting remote task execution and manage- 30 

ment of one or more remote heterogeneous agents 
rJ'"n"n""!,, to user interaction on a user system; 

'-A,","'UU11n a management station framework comprising 
services and base management functions implemented 
in management modules. the management station 35 

framework further the control and 
features of the f",oIll'UUU-lll<"'f'IC11U<'11l 

an agent framework commands to 
control and returning results from one or more agents, 
the agent framework further comprising an interface 

,md agent code located on one or 

40 

more to each agent. 
45 

11. A method according to claim 10, fhrther comprising: 
the management modules to provide at least one 

management function selected from the group ("nm"r1'O_ 

importing new servers to be under the man- 50 to 
agement station framework; 

enabling and object code registration and sched-
uled ,"A'"'"''''''11 

messages; 

information 
infonnation: 

~V'l1fH"HlllS at least one of allow
text 

55 

providing an interface to at least one such agent to 60 

enable direct interaction with an server; and 
providing an interface to an server to enable direct 

retrieval of infonnation stored in a database under 
the m,magement station framework. 

12. A method to elaim 10. further comprising: 65 

defining the agent control commands to at least 
one agent function selected from the group ~Vll'IJ"O".'IS' 

and removing f""~M'IS'"O on behalf of a mod
ule manager and 
agement station that has pa1ck<lgC:S 

contacting at least one 
setting an agent 
~l1'Ull!"miS the agent 

a version a agent; and 
a list of installed management 1''''''''''15'''' 

according to claim 1 O. further ,'ntTInr1<l 

providing a software management application to 
software on a list of 
software management 
from the group "UUlfJ1 ",U1lS 

obtaining a list of "E"U.","" 
111<111<"15""'" servers: 

a set of available 
server; and 

the installed software on the set of the 
l11<HW'IS'"U servers. 

14. A method "",.Vl'''11J')', to claim 10, further "'''''''",01 
a management application to monitor a list 

""UK'n"" servers at least one of each 
server for a status 
nous status update from servers. 

15. A method to claim 10, further "'''''''",01 
to 

group comprising at least one of: 
conl1guring a primary and a secondary nameserver; 
conl1guring a gateway; 
,'-'"'''''''''' a set 0 f m2m2lgeLd 

a set of servers; and 
conl1guring a service on a managed server. 

16. A method according to claim 10, further (·nmr.r"'1n'iT' 

a management application to store inventory 
information about server an 
tn'UP"'r .. ,,, "PP"'-""U'll function selected from 
comprising at least one of: 
generating a hardware report; and 

a software report. 
~~"V""''''''" to claim 10. further I'mnnn<l 

the user interface as at least one of a graphical 
user interface and a connnand line interface. 

18. A method according to claim 10, further ('nmr""'1n'iT' 

the control and features of the user 

storage medium instnlc-
executed a computer cause the computer 

a method for providing a flexible framework for 
server management and control, com-

remote task execution and man-
agement of one or more remote heterogeneous agents 

to user interaction on a user system; 
station framework 

management functions 
implemented in management modules. the manage
ment station framework further generating the control 
and features of the user 
interface and 
ment information; and 

code for an 
mands to control 

manage-

com
from one or 

more agents. the agent framework fhrther ~V'l1fH"HHIS 
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an interface code located 
on one or more to each agent. 

20. A computer-readable storage medium to 
claim 19. further 

code for defining the management modules to at 
least one management fimction selected from the group 

importing new servers to be under the man-
agement station framework; 

script and object code registration and sched- 10 

uled execution; 
an inter/lice to a database under the manage-

ment station framework information about 
managed servers and information: 

providing an interface at least one of allow- 15 

ing each 
messages; 

to enable direct interaction with an server; and 
an interface to an server to enable direct 

retrieval of infonnation stored in a database under 20 

the memagement station framework. 
21. A computer-readable storage medium to 

claim 19, further 
code for defining the agent control commands to 

at least one agent function selected from the group 25 

installing and on behalf of a mod-
ule manager and track of at least one man-
agement station that has packages installed: 

contacting at least one agent to verify 30 

a version a agent; and 
querying a list of installed management packages. 

22. A computer-readable storage medium according to 35 

claim 19, further 
code Illr to 

m,1ll3lged servers. com
pnsmg a software management application fimction 
selected from the group at least one of: 40 

a list of installed software from a set of the 
managed servers; 

VU'lclJ.HLLL)', a set of available 
server; and 

from an 

the installed software on the set of the 45 

11l<U1dLi5'"U servers. 
23. A computer-readable storage medium according to 

claim 19, further 
code for providing a management application to monitor 

a list of managed servers through at least one of polling 50 

each server for a status and obtaining an asyn-
chronous status from servers. 

24. A computer-readable storage medium to 
claim 19. further 

a 55 

,"UUlli5ULlll.!'o a primary nameserver; 
a gateway; 60 

a set of managed servers: 
shutting down a set of servers; and 

a service on a server. 
25. A computer-readable storage medium to 

claim 19. further 65 

code for providing a management to store 
nvpntnt"'! information about server com-

function selected from 

gel1el'ating a hardware report; and 
generating a software report. 

26. A computer-readable storage medium ","'vU.tUlll)', to 
claim 19. further 

user interface as at least one of a 
Y"IJlU,",U user intedllce and a command line interface. 

27. A computer-readable storage medium to 
claim 19, fiJrther comprising: 

code for the control and features ofthe 
user interface as em executable 

28. An for providing a flexible framework for 
providing a framework for remote heterogeneous 
server management and control, ,"VHIIJU'HL)',. 

means for a user interface framework export-
control and features in a 

remote task execution and 
one or more remote 

rp<nCln<1LVP to user interaction on a user system; 
a station framework 

management functions 
in management modules. the manage

ment station framework further generating the control 
and display features of the platform-independent user 
interface and a database storing manage
ment information; and 

means for providing an com-
mands to control results from one or 

the agent framework fhrther ~V'HIH"HHIS 
an and agent code 
on one or more applications to each agent. 

29. An apparatus according to claim 28, further 

means for defining the management modules to provide at 
least one management function selected from the group 
comprising: 
meems for new servers to be nUJ11alged under 

the management station framework; 
means for enabling script and object code 

and scheduled execution; 
means for providing an interface to a database under 

the management station framework informa-
tion about servers and infor-
mation: 

means 
one 

an interface comprising at least 
each application to display alerts and 

to text messages; 
means for providing an interface to at least one such 

agent to enable direct interaction with an server; and 
means for an interface to an server to enable 

direct retrieval information stored in a database 
under the management station framework. 

30. An apparatus according to claim 28. further 

means for defining the agent control conIDlands to 
at least one agent flll1ction selected from the group 

means for installing and on behalf 
of a module manager and keeping track of at least 
one management station that has installed; 

meems for at least one agent to 
connectivity; 

means for setting an agent 
means for changing the agent 
means for getting a version of a specific agent: and 
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means for querying a list of installed management 

31. An apparatus dC,\All'LlllJll', to claim 28, further "nrllnl',,-

means for providing a software management application 
to software on a list of 

a software management 
tion selected from the comprising at least one of: 
means for obtaining a of installed software from a 

set of the managed servers; 10 

means for a set of available from an 
server; and 

means for upgrading the installed software on the set of 
the managed servers. 

32. All apparatus to claim 28, further 15 

means for 
monitor a list 
one of 

servers. 

a management to 
of managed servers at least 
each server for a status update and 

H'-'.U..LLJHL"" status update from man- 20 

33. An apparatus "'A~''''UWlM to claim 28, further ""''''''-,,_ 

means for providing a management to update 
of services on a managed server, com- 25 

~nnji<Tnr·,1 function selected 

means for 
nameserver; 

a and a 

means for conl1guring a gateway; 

mecll1s fiJr l\.:lUUl,IUll>< a set of IH<UUllS'U 

means for shutting down a set servers; and 

mecll1s fiJr configuring a service on a l11<UldllS\.:U 

34. An apparatus according to claim 28, further 

a management 
infilm1ation about server com-

function selected from 

means for generating a hardware report; and 

means for a software report. 

35. An apparatus to claim 28, further 

the user interface as at least one of 
a user interface and a command line interface. 

36. An apparatus according to claim 28. further 

means for 
the user 

the control and 
as an executable 

* * * 

features of 


